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Password:
Target group: Age: | 15
Grade: | K9
Type of School: | General Education
Aims: Students will be able to:
Identify common financial scams and frauds (shoulder surfing, spyware, phishing, pharming) and implement
safeguards.
Recognize warning signs ("red flags") of fraud, such as unrealistic offers and high-pressure tactics.
Confidently apply basic safety procedures online to protect personal and financial information.
Keywords #scams #frauds #safety #case study #inquiry
Use # in front

Background knowledge:

- “Financial competence framework for children and youth in the European Union” , 4.4 Scams and Fraud (p.45)
https://finance.ec.europa.eu/publications/commission-and-oecd-infe-publish-joint-framework-children-and-
youth en

Strategy/Technic

Inquiry Based Learning 5E model (IBL5E)

Short description: IBL cs promotes collaborative, active learning in which students work together to solve problems
and investigate new concepts by asking questions, observing, analyzing, and drawing conclusions. 5E Model,
focuses on allowing students to understand a concept over time through a series of established steps, or phases.
These phases include Engage, Explore, Explain, Elaborate, and Evaluate.
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Use hours
Bibliography: 1. Financial competence framework for children and youth in the European Union
e.g. Booth, Steven A. "High-Drain https://finance.ec.europa.eu/publications/commission-and-oecd-infe-publish-joint-framework-children-and-
Alkaline AA-Batteries." Popular outh en
Electronics 62 Jan. 1999: 58, youth _€n

2.Financial Literacy by EC https:/finance.ec.europa.eu/consumer-finance-and-payments/financial-literacy en
3.Finance European Commission https:/finance.ec.europa.eu/index_en

4 OECD/INFE Toolkit for measuring Financial Literacy and Financial Inclusion (2022)
https://www.oecd.org/financial/education/2022-INFE-Toolkit-Measuring-Finlit-Financial-Inclusion.pdf

5. “The Digital Competence Framework for Consumers”, 2.3 Managing payments and finances through digital
means (p. 15) https://publications.jrc.ec.europa.eu/repository/handle/JRC103155

Notes for the teacher: - the teacher works to gain an understanding of the students’ prior knowledge and identify any knowledge gaps
- helps students synthesize new knowledge and ask questions
- observe students and see whether they have a complete grasp of the core concepts

Activities performed by Session 1 (time 45’) ENGAGE
students: Step 1 (time 10°): Students answer a questionnaire on their prior knowledge (worksheet 1)
Step 2 (20’): Teacher show a video on “shoulder surfing” https://www.youtube.com/watch?v=pKfHCTGE1Bs
#;Ziq sltre,;t); et(:) ;Jdeesrctrll;t;e :// aggﬁ'ff% eput Discussion on the prevalence of financial scams and the importance of safeguarding personal information and the
-~ esﬁmaédptfme (.. 20) emotional consequences of falling ylctlm to scams. o o . . .

Step 3 (15’): Basic of shoulder surfing, spyware, phishing, vishing, pharming, unrealistic offers and high-pressure
tactics.

Session 2 (time 45'): EXPLORE & EXPLAIN
Students search for real cases studies on Scams and Fraud in teams of 2-3.

Session 3 (time 45'): ELABORATE
Preparation of presentations on Scams and Fraud. Presentations should
-describe the type of Scam/Fraud
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- suggest appropriate safeguards
- provide examples and anecdotes to illustrate warning signs.
Session 4 (time 45'): EVALUATE
Presentations (5’ each)
Discussion on emphasizing the importance of skepticism and critical thinking.
Post test (5')
Assessment
Tick one Post test (worksheet 2) and comparison with pre test (worksheet 1)
Formative
Summative X
Self
Peer
Other (specify)
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FINANCIAL LITERACY

The Financial situation

Relevant resources
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INCOME
day/week
1 d/w2 d/w3 d/w4 d/wn
action 1
a2
a3
ad
a5
an
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